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PEDEPAT

[IpuBoaMTCS KpaTKOe omucaHHe OWOJMOTEKH LEJIOUYMCIEHHOH apugdpMEeTHKH
MTPOU3BOJIbHOM TOUHOCTH M TEOPETHKO-YHMCJIOBBIX aJroputMoB MPL, peanusoBan-
HbIX anroputMoB M €€ APIL. Jlaércst KpaTKoe ONHCAaHHE HCHOJb3YEMBIX METOMAOB
MOBBIMIEHHS] CKOPOCTH BBIUHCJICHHH.

1. BBenenne

Kpunrorpaguueckue npeodbpasoBaHust Ha OCHOBE aCHMMETPHYHBIX IH(POB, TAKHX KaK OMyO-
ymukoBaHHbIH B [RSA78] RSA, 0OBIUHO ONEpHPYIOT C LEJBIMH UHCJIAMH, UMEIOMHUMH Pa3psiqHOCTD
BBIXOJSIIYIO 32 00JIacTh 3HAUEHHH LEJOYHUCIICHHBIX THIOB, MOAAEPKHUBAEMBIX allapaTHO. SI3bIKH
NPOrpaMMHPOBAHHsT OOIIEr0 MPHUMEHEHHs! OOBIYHO HE MOAAEPKHBAT apU(PMETHKY NPOHM3BOJIbHOH
TOYHOCTH, a JIMIIb OTOOpakal0T CBOM THIIbI HA MAIIMHHbIE. B CBS3M ¢ 9TUM NOOJEPKKA «IJTHHHOM»
apu(PMETHKH JOJIKHA PEaIM30BbIBATLCS MPOrpaMMHO. B npencrtaBieHHON paboTe JaéTcst ONUcaHue
peanM3alMu TaKoH MpOrpaMMHON OHOJTMOTEKH.

Haspanne OuOmmMoTekn 9T0 abOpeBHaTypa, oOpasoBaHHas W3 HayalbHBIX OYKB «Multiple
Precision Library». IIoMHMO OCHOBHBIX apH(PMETHUECKHX ONEpalHi, TAKHMX KaK <«CJIOKEHHE»,
«BBIUMTAHHE», «YMHOKEHHE», «JCJICHUE» U «BO3BEJCHHUE B KBaJIpaT», OMOIMOTEKA BKIIIOYAET B ceOst
PsiA CrieUHaIbHBIX (PYHKIMHA MOAYJIbHOM apU(pPMETHKH U TEOPETHKO-YUCIIOBBIX aJrOPUTMOB, BbINOJI-
HSIONIUX OTMEpaldH «BO3BEIEHHE B CTEMEHb MO MOIYJI0», «PEOYKIHs MO MOIYJI0», «HAXOXKACHHE
0o0paTHOro yucia Mo MonyJo», «recT Musiepa— PabuHa yncia Ha MPOCTOTY» Mpe]JI0KEHHBIH B
[Rabin80], «Haubospmui OOmMK menuTesb». llpeciemoBanachk mejab caenarb OHOJHOTEY MaKCH-
MaJIbHO MEPEeHOCHUMOH W HE3aBUCHMOH OT OKPYKEHHs] BPEMEHH HCMOJHEHHs. B CBsSI3H ¢ 9THUM A
peanuzanyu OMOJIMOTEKH ObUT BBIOpaH s13bIK CH.

HMunupanusanys yuciia npoU3BOJIbHOM TOYHOCTH M YIIPABJICHHE NAMSTHIO, BBIACISEMOH s
XpaHEeHHUsl ero paspsiioB, OCYLIECTBISIETCS CIyKeOHbIMH (pyHKUMsIMH. [locnenHue BbIOENSIOT AJis
XPaHEHHsI pa3psiAoB OJIOKH MaMSITH, U BBICBOOOKAAT HX MO 3aBEPIIEHHIO KHU3HEHHOTO LIUKJIA YHCIA
IIPOU3BOJIBHOH TOYHOCTH.

bubnroTeka apupMETHKH MPOU3BOJILHOH TOUYHOCTH COAEPKHUT (PYHKIHH BBIIPY3KH PaspsiioB
yuciia B Oydep u 3arpy3ku ux u3 oycdepa. OHM COOTBETCTBYIOT IPUMHUTHBAM NMPeoOpa3OBaHUsI 1aH-
HeiX [20SP (Integer-to-Octet-String primitive) u OS2IP (Octet-String-to-Integer primitive) u3
[PKCS1v2].



HHorpa umncna xpansarcs wim nepenatorcs B Buge ASCII-cTpok. 3HaueHue uucia Mpou3BOJIb-
HOM TOYHOCTH MOXET ObITh ycTaHOBJEHO U3 ASCII-CTpOKH ¢ OCHOBaHHEM CHCTEMBbI CUETa Ha BHIOOD
oT 2-x 10 36-Tu (006b1uHO HcrionbdyeTcs 10 un 16).

2. Oco0eHHOCTH peaNn3anua

THIBI H KOHCTAHTDI

B 3aronoBounoMm daiine "mpl.h” conepxkuTcs onpeneneHre cTpyktypsl mpl_int. DTa cTpyk-
Typa COCTOUT U3 HECKOJIBKUX MOJIEH, IEPEYHUCIICHHBIX HUKE!

* azpeca 0JIOKa, XpaHSIIEro pa3psiibl YHCIIA TPOU3BOJIBHON TOUHOCTH;

*  3HaKa YHCIIA;

* HHAEKCa BEPXHEro paspsiia;

o AaHHBIX, CBA3aHHBIX C YIIPABJICHHUEM ITaMSTHIO.
Bce nonsa CTPYKTYPbI CUUTAIOTCS 3aKPBITBIMH W HEC MPEAHASHAUCHBI IJIA OOCTYIA CO CTOPOHBI IMPHU-
KJIQJHBIX IPOrPaMM HampsIMYIo.

HekoTtopsle cBolicTBa OMOIHOTEKH HACTPaUBAIOTCSI KOHCTaHTaMu B dawne "mpl_common.h":

MPL_INT_BITS

KOJIMYECTBO OUT 3aJ€HCTBOBAHHBIX AJISI XPAHEHHS OOHOrO paspsiga uvcia: 28 OMT ais
32-X paspsiAHBIX MTPOLECCOPOB X86;

MPL_INT_BASE
OCHOBAHHE CHCTEMbI CU&Ta 1151 apu(PMETHKH MPOU3BOJIBHON TOUHOCTH: IJisl 32-X paspsii-
HOro npoueccopa x86 aro 2MPL-INT_BITS _ 568435456,

MPL_INT _MASK
OuTOBasi Macka, BbIAEJSIOMAsT OUTH B CJIOBE, 3aIeHCTBOBAHHbIC [JISI XPAaHEHUS] OJHOTO
paspsiia uMcia;

MPL_INT_ALLOC_DEFAULT
KOJIMUECTBO PaspsiioB B OJIOKE, BBIAEISIEMbIX M0 YMOTUAHHIO U3 KYUH MPH WHHUIHAIIH3A-
LMY YHCIIA;

MPL_INT_APPEND
KOJIMYECTBO Pa3psI0B, JONOJHUTEIbHO BbIAEISEMBIX K OJIOKY U3 KYUH;

[lenbie uncia MPOU3BOJILHON TOUHOCTH MPEACTABJISIIOTCS B BUJIE
Ta=%(a,a,, ..,a0)s

rnue d,,d,_i,...,ay 3HAUCHHUS pa3psiioB MO OCHOBAHHUIO CUCTEMBI cuéTa (. ApudMeTHYecKoe 3Haue-
HHE TaKOTo YHcia 00pasyeTcsi CYMMHPOBAaHHEM PaspsiioB, Kak K03 (pHIHEHTOB NOJIMHOMA MPH CTe-
MICHSIX OCHOBAHHSI

ta=+a,B" +a, B +...+a,.

BospmmHCcTBO (DyHKIMIA BO3BpAINAIOT 3HAUEHHSI, 10 HUM MPOTPAMMHUCT OIpeAesisieT Kak 3aBep-
IIHJIACh 3alpolleHHast onepanus. bubnnoreka ornpenenseT KOHCTaHThl KOJOB BO3BpaTa:

MPL_OK
YCIEMHOE 3aBEPLICHHE ONEpalty;

MPL_ERR
HEBEPHbIM apryMEHT WM OIIHOKa;



MPL_NOMEM
HE yAaJ0Ch BbIAEJIUTD NMAMATh B KyUe;

MPL_COMPOSITE
UHCJIO HE SBJISETCS IPOCTHIM. !

IIpunsTHIE COrJIAIEHUsT

B ¢ynKkimsax 6HOIMOTEKH MPOU3BOJIBHOH TOYHOCTH BBIXOAHBIE apryMEHTBI BCerJa pacrosara-
I0TCS1 TIepe]] BXOAHBIMH apryMeHTaMH. Takoe CorjalmeHHe UMHTHPYET MOBEIEHHE onepaTopa MpH-
CBOEHHMSI SI3bIKOB IIPOrPaMMHPOBAHHSI U COOTBETCTBYET MOPSIAKY B aireOpanyeckod 3amucu. Bce
(pyHKLIUM U THIIBI, OTIpeAeEHHBIE B OUOIHOTEKE, UMEIOT TipeduKe ‘‘mpl_*’’, Bce KOHCTAHTHl UMEIOT
npedukc “‘MPL_*’.

/* TIOMHOXUTBL a Ha b, COXPaHUThL pPes3ynbTaT B C: C = a * b. */
mpl_mul (c, a, b);

BoapmuHCTBO (pyHKLII/Iﬁ MO3BOJIAIOT HCIIOJIb30BATh BXOJHBIC APrYMCEHTBI KaK BBIXOIHBIC. B
9TOM CJIyyac MporpaMMHCTY HET HGO6XOI[HMOCTH A€PKATb BPEMEHHBIC MIEPEMCHHBIC OJIsA XPAaHCHHUSA
PE3YyJIbTATOB IIPOMEIKYTOUHBIX BquHCHCHHﬁ, 4YTO BECbMa y,J_IO6HO.

/* BosBecTH a B kxBampaT. */
mpl_mul (a, a, a);

BbIJIeJIeHHe naMsTH

Yucna npou3BOJIbHOH TOYHOCTH AOJIKHBI OBITh MPEABAPUTEIbHO HHULIMAIH3UPOBAHBI (PYHKIH-
savu mpl_init() v mpl_initv(). BJIOKW naMsIiTH 1JIsI XpaHEHHST PaspsiOB BBIACSIOTCS (PYHKIMSIMH
OUOMOTEKH AMHAMMUYECKH, MO HeobxoaumMocTH. llporpammucT NOMKEH MO3a0OTUTHCS TOJBKO O
TOM YTOOBI OCBOOOJUTb PECYPCHI TOrAa, KOrja uucia OoJjblie He HyXHbl. s 9TOro 6ubnanorexka
npegocTtasisieT pyHkimn mpl_clear() v mpl_clearv().

mpl_initv() u mpl_clearv() noayyaioT NepeMEHHOE YHUCJO apryMeHToB. [lyisi 0Oo3HaueHus
KOHIIA TIEPEMEHHBIX apryMEHTOB TOcJe ocieqHero aprymenTa nepegaétcest NULL.

mpl_int a, b, c;

/* WHULHMATU3UPOBATL [epeMeHHble a, b u c. */
mpl_init (&a);

mpl_initv (&b, &c, NULL);

Korna nepemeHHble 00Jblle HE HYKHBI, HX PECYPCHI HYKHO BBICBOOOIHUTb.

/* BrICBOOOOUTHL PEeCYPCH 3aHUMaeMble MNepeMeHHBIMH a, b u c. */
mpl_clear (&a);
mpl_clearv (&b, &c, NULL);

Ilnst BbIIEIEHUS TAMSITH U3 Kyud OMOJIMOTeKa HUCTOb3YeT (PYHKIMU CTaHOapTHOH OubimoTeku Cu
malloc(), realloc() u free().

3. 3ameuyaHHs N0 peajH3aLHH

Jlanee NMpUBOOSITCS 3aME€YaHMs MO PeajH3alMH HEKOTOPBIX (PyHKUMH OMOIMOTEKH apudMe-
THKH MPOU3BOJIBHOM TOYHOCTH. Bce Hcrnosb3yeMble alropuTMBbl IIHPOKO U3BECTHBI, & HX TEOPETHYE-
CKHE aCMeKTbl HEOJHOKPATHO MCCJIEJOBAIMCH U MyOJIHKOBAIUCH B PA3IMUHbIX UCTOUHHKAX. B mpak-
THUECKHX K€ UX peaM3allksIX B TOM HJIM HHOM aJTOPUTME AaKe B PacIpOCTpPaHEHHBIX OMOIHOTEKAX

! 310 3HaueHue MokeT Bo3Bpamath TONbKO mpl_primality_miller_rabin().



BCTPEUAIOTCS HETOUYHOCTH H OIJ.II/I6KI/I, KOTOPBIC 3a4aCTYIO BbI3BAHBI 6YKBaJ'H:>HbIM NMOHHUMAaHHUEM TCOpE-
THUYECKOI'O OIMUCaHHs HJIN OHy6HHKOBaHHOFO IICEBOOKOOA.

3.1. YMmuoxeHue

Peanmaunﬂ OIlnepanr YMHOXKCHHUS B OHOIHOTEKE (baKTI/IquKI/I BKJIIOUAET B ce0s TPpH pa3JInyu-
HBIX aJITOpHUTMaA:

1. KJacCHUYECKHH aNropuTM YMHOKEHHSI;
2. ymHoxenue no Merony [Comba90];
3. ymHoxenue no metony A.A. Kapaiy0si, onybsukoBanHoro B [Karatsuba62].

Bce Tpu MeToaa UMEIOT OrpaHHYEHHs H 00JIalaloT pasHbIMHM CBOMCTBaMH. Peanusanust aBToMaTuue-
CKH BbIOMpaeT HanboJiee NoXOASIMMH METO/1 M BBINIOJIHSIET YMHOXEHHE, HCIOJIb3ys1 ero. Heckosbko
KOHCTaHT, ONpeesiEHHbIX B OMOIHMOTEKe, 3aJal0T MOPOrOBble 3HAYEHHS IJIsl AJITOPUTMOB YMHOKe-
HMSI, 110 KOTOPBIM peajn3alys BbIOUpaeT TOT UK HHOH METON;

MPL_COMBA_STACK
pasmep MaccHBa JJIsl XpaHEHHs] BpeMEHHbIX 3HaueHuH B meTosie Comba;

MPL_COMBA_DEPTH
MaKCHMaJIbHOE€ KOJIMYECTBO CKJIAIbIBAEMBIX paspsiIOB TMPH YMHOXKEHHH MO METOIY
Comba;

MPL_KARATSUBA_CUTOFF
MOPOrOBOE 3HAYEHHE MJIsi KOJHWYECTBA PaspsiioB B MHHHMAJIbHOM M3 TEPEMHOKAEMBbIX
yuceJ1, mpyu KoTopoMm OyaeTt BeiOpan meton A.A. KapairyOsr.

Peanmusanus neitaeTcs BblOpaTh HauOosiee MOAXOASIMHA METOMA M3 BO3MOXHBIX, HAUHHASI C METOJa
Kapany6s1. Eciu mopor MPL_KARATSUBA_CUTOFF He AOCTHTHYT MUHUMAJIbHBIM M3 OMNEpaH-
JOB, MPOBEPSIETCS] BO3MOXKHOCTb HCIOJIb30BaHHS MeToAa Comba, U B cilyyae €C/IM 9TO HE OCylle-
CTBHUMO, QJITOPHTM MEPEXOAUT K KJIACCHUECKOMY «IIKOJIbHOMY>» YMHOKEHHIO.

OtmeTtum, uto noporosoe 3HaueHHe MPL_KARATSUBA_CUTOFF ycraHOBJIEHO 9KCHEepH-
MEHTAJIbHO, MyTEM HM3MEPEHHsI MPOLECCOPHOTO BPEMEHH, 3aHMMAeMOro OMNEpalMsIMH MeToja AJs
Pa3IMYHOrO KOJMYECTBA Pa3psiioB MEPEeMHOXKaeMbIX uuces. [lesio B Tom, uto metox KapaiyOsl gaér
NPaKTHYECKOe MPEUMYLIECTBO JIMIIb MPH JOCTHXEHHUH OMPEeAeSJEHHOTO KOJHUYECTBA TMEepeMHOKae-
MBIX Pa3psioB. ITO 00YCJIOBJIEHO MPOMEKYTOUHBIMH PACXOAaMH B (DYHKLHUH, Peanu3yloler MeTo,
CBSI3aHHBIE C OpraHHU3alMeH CTEeKa BI30OBOB M JIOKAJIbHBIX MepeMeHHbIX. [IpH CylmecTBEeHHOM KoJHye-
cTBe pa3psanoB (2048 out u Beie) Meton KapaiyObl JaéT BecbMa CyILIECTBEHHBIM BBIMTPBILI B CKO-
POCTH YMHOKEHHSI.

3.2. Bo3BeaeHue B KBaapaT
BosBenenue B KBaApaT Tak ke, KAk U YMHOKEHHE, BKJIIOYAeT B ceOsl TpU MeToa:
1. moauduKanus KJIacCHYeCKOro ajJropuTMa YMHOKEHHS;
2. moauduKanms ymMHOKeHus no meroay [Comba90];
3. moauduKanmsi yMHOXKeHHs 1o metoay [Karatsuba62].

Bce TpHU METOOA UCIIOJIb3YIOT TOT (I)aI(T, UTO IIPH BO3BCACHHH B KBaApaT YMHOXAIOTCSA ABA OJUHAKO-
BBIX UHCJIA. DTO MO3BOJISIET COKPAaTHUTb KOJIHUCCTBO BbIINIOJIHACMbIX onepaunﬁ H YCKOPHUTD BbIIIOJIHE-
HHE HCﬁCTBHH, O CPABHCHHIO C YMHOKCHHEM INBYX YHUCCJI MCTOdaMH Oes3 MO,[II/I(I)I/IKaL[I/Iﬁ.

3.3. Bo3BeaeHHe B cTeneHb MO MOLYJII0

CKopocCTb onepanyy BO3BEJEHHsI B CTENEHb N0 MOAYJIIO CYLIECTBEHHO CKa3bIBAETCSl HA MIPOMU3-
BOAMTENBHOCTH QJITOPUTMOB aCHMMETpPHUHOro mudpoBaHusi, Takux Kak RSA. HawubHas



peaM3aIKs TaKoro ajropuTMa B OyKBaJbHOM CMBICIIE
c=x“mod y

MPaKTHUYECKH peajiM3yeMa TOJbKO JJIs1 MaJibIX 3HAYEHUH a, B TO BpeMsl Kak B airoputme RSA k npu-
Mepy MPUMHUTHUB pacuippOBaHHSI HUCTIOJNB3YET 3HAUEHHE SKCIOHEHTbl B ThICSiuM OUT (0T 1024 u
Bbime). Eciu uncio a coctosiio xoTst Obl U3 1024 OUT, Mpy HAMBHOM peasM3allii yXKe Ha MEePBOM
mare ajropuTMa NpPOMEXYTOUHBIH pe3yJbTaT BO3BEIEHHsS B CTEMEHb YK€ HACUHUTBHIBAT Obl
1024 x 2 = 2048 Out. Bcero Obl 11 XpaHeHHs1 TAKOTO YKCJIa MOTPeOOBAIOCH

10g2 (21024 _ 1) 21024_y — (21024 _ 1) . 10g2 (21024 _ 1) ~ (21024 _ 1) . 1024 ~ 21034

OHT. OIICBI/I)_IHO, YTO TaKOH METOM BpsO JIM CTOUT NPUMCHATD Ha IPAKTHKE.

Ecmm MNpeaCTaBUTDh IIOKA34aTCJIb CTCIICHH d B OBOMYHOM BHIOC W3 71 OIBOUYHBIX pa3pAOOB, KaK
MOJIAHOM IT0 OCHOBAHHIO CTEIeHeH ABOCK, HAa UYTO Mbl HMCEM IIOJIHOC IMPABO, TAK KaK B JII0OOM CIIy-
ya€ BCE€ LECJbIE YHCJIa TaKUM 06pa30M NpeacCTaBuUMBbI, a (baKTI/ILIGCKH paspsaabl yucCJjia B MAalllHHHOM
npeacTaBJICHUH COOTBETCTBYIOT 3TOMY BHAY, TO IMOJIYUHUM:

ag2’ + a2' + a,2> +.. 4+ a,_ 2"

x“mod y=x mod y
0 1 n—1
=1 x> . x4 . . x12" mod v,
rae dagy.d,. . .,d,_; NpuHAMaioT 3Hauenne 1 win 0. Ecau anroputM OyaeT moaaepkKuBaTh Ha i-OM

. i
mrare, HauuHas C 1 = O, CTCIICHDb x2 , TO JOCTATOYHO 6y,HCT ITPOBEPHUTD OHuT a; W BBIIIOJIHUTb OOHO

yMHOX)eHue ecii a; = 1. TlceBnokon, npeacTaBAeHHbIH HUKE, WLTIOCTPUPYET METO] BO3BEACHHUS X
B CTEMNEHb d MO MOIYJIO Y.

mod_exp (x, a, V)

{

c = x;
else
c =1;
a >>= 1;
tmp = x;
while (a > 0) {

tmp = tmp~2 mod y;
if (a & 0x1)

c = (c * tmp) mod y;
a >>= 1;

return c;

}

Takol MeToq AJisi BO3BEEHHS UUCIIA B CTEMNEHb 110 MOJYJIIO, Ha3bIBAEMbIH ObiCpbim 8038e0eHUeM 8
cmenelb, B XyIIIEM CJIydae BBINOJHHT OO 2n yMHOXeHHH. KosmyecTBO omepanuii yMHOXEHHSs
MOXHO COKpaTHTb, €CJIh 3apaHee BBIUYHUCJIUTD MHOXHUTECIIN OJIsI BCEX BO3MOXKHBIX KOM6HHaHHﬁ HCKO-
TOPOTO UKCJIa OUT MOKas3aTesisi CTeneHd a. Ecyi Obl Mbl BRIOpaH KOJMUECTBO OUT paBHOE k, TOT/A,
3apaHee COCTAaBHB Ta0JMIy BCEX BO3MOXXHBIX 3HAUECHHH OKHA M3 k OUT (xo,xl,xz,. .. ,ka_l) mod vy,
MBI MOTJIH OBl 32 OJJMH pa3 cpa3y BbIOpaTh k OWT M3 MMOKazaTelist CTeNeHd a. Ecii B3sTh OKpyTjeHHe

o n
oo OJHKamIero 6oJbIEro oeJjoro m = ’V%-‘, TO OJId k OUT MOKasaTess CTEIEHH Torga:



k 2k 3k (m—1)k
x% mod n = xb0+b12 + D27 + b32°" + .+ by 2 mod n

k 2k 3k (m-1)k
= xPox012" x 0227 3 D327 b2 mod n.

Takol MeTOJ Ha3bIBACTCS OKOHHbIM MEMOJOM 8038e0eHUsI 8 CMeneHb, TaK KaK OH HCIOJb3yeT
OKHO B k Our, KOoTOpoe mpobOeraer Mo BceM OHTaM TOKaszaTesss cTeneHd a. OyHKIus
mpl_mod_exp() 0CHOBaHa Ha 9TOM MeTO/ie, C HeOOJIBIIIUMH ONTHMH3AIUSIMH, B YACTHOCTH, MPEIBbI-
YUCJIIAKTCA MHOXHUTEIIN X z TOJIBKO OJIs1 3HAUYEHHUH MMOKAa3aTeJIs1 CTEICHH Z C YCTAHOBJICHHBIM CTapIiuM
6utoM, T.e. oT x> 10 x> ~'. DTo nossonser YMEHBIITHTb Pa3Mep MaMsITH, 3aHHMaeMbIH MpeIBbIUHC-
JISIEMbIMH 3HAUECHHSIMH X°, B J1Ba pa3a. COBEpHICHHO SICHO, YTO OMHAPHBIA QJTOPHUTM SIBJISIETCS TIO
CYTH BCETO JIMIIb YACTHBIM CJIyUa€M OKOHHOI'O, TaK KaK B aJITOPUTME 6bICTpOFO BO3BCICHUS B CTE-

neHb nojaraercd k = 1.

mod_exp_windowed(a, e, b)

{

w[0] = a;

for (i=1; 1 < (2°k = 1); i++)
wli] = (a * w[i-1]) mod b;

c =1;

z =e & (2°k - 1);
(c * wlz]) mod b;

for (i = 0; 1 < k; i++4)
c = c"2 mod b;

return c;

3.4. PenykKiusi o MOJIyJII0

AJNTOPUTM B3ATHS OCTaTKa OT AEJICHUSI IO MOIYJIIO
c=amodb

MOXeT ObITh peaysn3oBaH 3(dpdeKkTHBHEE, ueM IMPOCTO B3ATHE OCTAaTKAa OT OMNepaluy JejeHus. B
OCHOBE 9TOr0 METOJa, MpeljiokKeHHOro B [Barrett86], JekuT crienyiomasi anmpoKCHMAanUs s
BBIUMCJICHHUS pe3yJibTaTa eJieHus a Ha b:

a 24 1
b Y B || 29

Ecnu nesnienre Ha b HYXHO [ie/1aTh MHOTO Pas, TO B3sIB IOCTATOUHO 00JibIioe 29, U BBIYUCIIHB TOJBKO
a

onuH pas | 29/b |, MOKHO TOJIyUaTh JAOCTATOUYHO XOPOIIYIO AMMPOKCHMAIHIO K 7 UCIIOJIb3Ysl TIPH

9TOM TOJIbKO OWTOBbIE COBUTM M YMHOXEHHE. BBIMrpblll OUEBHOEH, TaK Kak ONepauus OeJIeHHs

SaﬂeﬁCTByeTCH B UHCTOM BHII€ TOJIBKO OHUH Pa3.



Bs3siB 3a OCHOBY 9TOT METO/JI, MoJiarasi uTo [ eCTh OCHOBAaHHE CHCTEMbl CUHCJICHHS, ¢ 3aHUMaeT
MaKCHMAJIbHO 2m paspsiioB, a b 3aHAMAeT MAKCHMYM m Pa3psiiOB, alMPOKCHMAIHSI MOJIYJIbHOH
PEOYKIHMH ¢ = a mod b peacTaBuMa B CJISIyOIIEeM BUIE:

a 24 Bm—l

gm1 | p || 24

c=a-—-b-

Ecin nosnoxkuth 29 = B*", 1 0603HAYNTD KaAK U = | 29/b |, TO rapaHTHpYyeTCS BBIMOJHEHHE COOTHO-
IECHUSI:

a 1
c=a-b- LBm_IJ-,u- g < 3b.
CobcTBeHHO, peanu3aliys anropuTMa pasaeseHa Ha nBe yHKumu: mpl_barret_reduce_setup() non-
roTaBJIMBaeT MmapameTp u, a mpl_barrett_reduce() BHIIIOJHSIET PEAYKIHIO C €r0 UCTIOJIb30BaHHEM. B
peaMsaliy eCTh HECKOJbKO ONTHMH3ALMH, HAPUMED TPH MEPEMHOXCHHH u U | a/f™ | muammue
m — 1 pa3psiioB He BhIPA0ATHIBAIOTCS, TAK KaK Jajiee CedyeT ornepanus caBura Ha m + 1 paspsmoB
BIIPaBO, a CIIBUraemMble Muaamue m + 1 pa3psiioB B JIIOOOM cilydae TepsIioTCsl.

3.5. Henenne

AJNTOpUTM [ieJieHHsI OCHOBaH Ha KJIACCHUECKOM aJITOPUTME, KOTOPbIH HW3BECTEH BCEM CO
mkoJyibl. Ero peamusanusi ocHoBana Ha anroputve 14.20 u3 [Handbook96]. U3 Bcex onepauuit
apu(PMETHKH MPOU3BOJILHOM TOYHOCTH JEJICHHE camasi 3aTpaTHAsl U CJIOXKHAs, TOTOMY BCerma cTpe-
MsTCS U30eXkKaTh €€ MPUMEHEHH S, €CJTH 9TO BO3MOXHO.

Ilepen HayanoOM OCHOBHOTO LHMKJA aIrOPUTMA, NENHMOE U = (Uy,l,_i,...,Uy)s; H JETUTEND
v =(V;Vi1s..,V0); HOPMAIM3YIOTCS COBHTOM Pas3pslOB BJEBO [JISl TOTO, Y4TOOBI BBINOJHAIOCH
ycioBue v, = 3/2; 3nech u ganee B = MPL_INT_BASE. Annpokcumanus ¢ = g AJisl 3HaYCHHUS
paspsiia YaCTHOTO ¢;_,_; Ha TEKYIIeH UTepPaInH | BBIIIOJHSIETCS B HECKOJIbKO IIaroB:

1. Ecuau cambl¥l cTapiuuii paspsi JEIUMOrO U; U JEJUTENs v, COBNAJaT, To § = B — 1.
2 BuporusHoM ciyuae § = | (u; B+u;_y)/ v, .

2 Tloka BbimoJHSIETCST ycaoBue ¢ X (v,B+Vv,_1) > u; ,6’2 +u;_1 B+ u;_,, aunpokCUMaLHs paspsiaa
YACTHOTO § YMEHBLIAETCS HA €IUHULLY.

[Tocne yero rapanTupyercsi, 4yTo ¢ OyAeT MakCUMyM OoJiblie HAa €UHMLLY, UEM JEeHCTBUTENIbHOE 3HA-
YeHHE ¢ TEKYILEro paspsija yacTHoro; opmaibHo g < § < g+ 1. Ecau § okaxeTcs paBHbM ¢ + 1,
9T0 OyaeT oOHapyXEHO MO OTPULATEJBHOMY 3HAUEHHIO NEJIUMOTO U Cpasy K€ MOCJe TOro Kak M3
Hero ObUIO BBIUTEHO §Vv. B 9TOM ciyuae u KOppeKTHpYyeTCsl, a B ¢;_,_; 3anuchiBaeTcst § — 1. B KoHie
QITOPUTMa OCTATOK JEHOPMAaJIU3yeTCsl, T.€. COBHIaeTCsl Ha CTOJIbKO OMT BIPaBO, HA CKOJIBKO OBbLIH
CIOBUHYTBI IEJMTEJb UIH JEJUMOE BJIEBO.

4. 3akioueHue

bubamnoTeka roroBa K MpakTHYECKOMY HCIOJIb30BAHHIO B COCTABE PA3IMUYHBIX KPHITOrpadu-
YECKHX CHCTEM U MCCJIEOBATEIbCKUX MPOEKTOB. KOMMAaKTHOCT OUOJIMOTEKH MO3BOJISIET HCIOJIb30-
BaTh €€ BO BCTpauBaeMbIX cucTeMax. Ha e€ ocHoBe ObUIM MOJy4yeHsl paboyHe MPOTOTHIbBI ajro-
purMma mudposanust RSA ¢ pononnsiomen cxemod, onucanHod B [OAEP95]. TectoBble BekTOpa
cBepsuiuch ¢ npenctasieHHbMH B [PKCS1v2]. Ilnanupyercs nepenoc 6ubanotexu Ha FreeBSD,
NetBSD, OpenBSD, MacOS u Windows. HcxomHble TeKCTbl OMOJIHMOTEKH TOCTYMHBI HA PEMO3UTO-
puu subversion B [MPLsvn] u ayst npocmoTpa uepe3 Web no aapecy [MPLweb].
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